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Recently, with the rapid development of information construction of the army, the
military information network infrastructure has made considerable progress, also the
working condition has been improved obviously. With the accumulation of time,
electronic document information in army will continue to increase, how to manage and
retrieve this electronic document information has become an urgent problem. Currently,
the full management and retrieval technology in electronic document information has
been widely studied and applied. However, a lot of text management and retrieval
techniques store the documents and index files without encryption, thus bring a lot of
security risks.
Currently, a lot of researchers has made a lot of work about the security of full-text
search, but these are either to solve the encryption of electronic documents, while can’t
retrieve unstructured documents; or have implement of unstructured documents retrieval,
but the safety of the document itself can’t be guaranteed. There is rare study on the
full-text search combined with the use of the cipher text and unstructured document
storage. To solve this problem, This paper, combining the needs of the daily business and
the regiment level units of army, designs an algorithm for cipher text retrieval access
control policy and management, and based on this access control policy, combined with
segmentation technology in electronic document for Chinese, we develop an electronic
document retrieval and management system on group level units. The system deals with
the army daily as objects, and manages and storage documents with encryption, while its
retrieval for encrypted documents based the proposed access control strategy.
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Dan Boneh，Giovanni Di Crescenzo等人[7]针对加密文本的检索问题提出一种基
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